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Security Concerns for Overseas Business Operations

The Intelligence Cycle |

Collection

Helps determine where and how
to conduct data acquisition and
information gathering.

Planning &
Direction

Critical to the success of any
intelligence program.

Processing

Collation, validation,
and evaluation of the
collected data and
information to confirm
its usefulness and
relevance.

5 Steps to
Applying the
Intelligence
Cycle

Dissemination
& Feedback

In the right format, to the right Key components are relevance,
hands, at the right time, and accuracy, and completeness in
through the right medium. satisfying original requirements.

Analysis &
Production

OSAC | 3



Mozambique

Basic facts:

Capital: Maputo
Population: 30-32 million
Former Portuguese colony
History of conflict/unrest

Major oil and gas exploration

2007 exploration
2010 - 2012 findings
Cabo Delgado region
Est. worth around $S55
billion

Mozambique LNG
Rovuma LNG
Coral South FLNG
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|| Gasfield

Identified prospect

*Joint reservoirs TANZANIA
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FUTURE AFUNGI
PARK LNG PLANT
Anadarko-ENI joint project
to process Mamba gas

ROVUMA ONSHORE

Concessionaires:

85% Wentworth Resources OPERATOR
15% Empresa Nacional de
Hidrocarbonetos (ENH)

Tembo

FUTURE AFRICAN
RENAISSANCE PIPELINE?

From Rovuma gas fields to Gauteng,
South Africa. Proposed consortium

of ENH, SacOil (South Africa), China
Petroleum Pipeline Bureau (CPP) ,
and Profin Consulting (Gen. Alberto ,*

——

Chipande’s family).
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ROVUMA OFFSHORE AREA 4
Approx. 85 trillion cubic feet of
recoverable reserves

Concessionaires:

gg,ﬁ E',:"'PC |ENI East Africa OPERATOR

10% Empresa Nacional de
Hidrocarbonetos (ENH)

10% Galp Energia

10% Korea Gas Corporation (Kogas)

PROSPERIDADE COMPLEX*
— " B:BARQUENTINE
W: WINDJAMMER
L: LAGOSTA

e

Negotiations with consortium comprising

/ FUTURE CORAL SOUTH FLOATING LNG

Samsung (France, lead company), Technip

(France) and JCG (Japan). Predicted annual
production 3.4 million tons/yr, 20-year contract
with BP for purchase and sale of gas.

ROVUMA OFFSHORE AREA 1

45-70 trillion cubic feet of
recoverable reserves

Concessionaires:

26.5% Anadarko OPERATOR

20% Mitsui E&P Mozambique Area 1

15% Empresa Nacional de
Hidrocarbonetos (ENH)

10% Beas Rovuma Energy Mozambique

10% BPRL Ventures Mozambique

10% ONGC Videsh

4| 8.5% PTTEP Mozambique Area 1

© africa-confidential.com 2016




Ansar al-Sunna

* Seek to impose radical interpretation of

Formed in 2015
* Followers of Aboud Rogo

* Kenya - Tanzania - Mozambique
e Total membership: unknown, small

cells

Made up of marginalized youth in the north
* Primary drivers are likely economic,

socio-political

* Members appear to speak Portuguese,

local languages, and Swabhili

Islam
* Explicitly anti-Western

.

S

Aboud Rogo Mohammed

People killed in jihadist
attacks in Cabo Delgado
October 2017-October 2019 (close to 1000)

| Source: STRATEGIC INTELLIGENCE

oV TANZANIA

/ e'— Palma

CABO
DELGADO

' o
ZAMBIA %ﬁ Naunde

MALAWI

MOZAMBIQUE

200 km
e————




Burnt-out huts are seen at the scene of an armed attack
in Chitolo village (in Mocimboa da Praia district )



Militant attacks started in
October 2017 in Cabo Delgado

Burned villages, raided police
stations, kidnapped villagers,
tortured, shot, and killed
dozens, and beheaded villagers

Majority of the victims were
Mozambican

June 2019 - linkages to ISIS
Central African Province (ISCAP)

Increased attacks over time,
military not able to protect
against asymmetric style
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Militant attacks started in
October 2017 in Cabo Delgado

Burned villages, raided police
stations, kidnapped villagers,
tortured, shot, and killed
dozens, and beheaded villagers

Majority of the victims were
Mozambican

June 2019 - linkages to ISIS
Central African Province (ISCAP)

Increased attacks over time,
military not able to protect
against asymmetric style
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Militant Attacks — 2017 to 2018
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Militant attacks started in
October 2017 in Cabo Delgado

Burned villages, raided police
stations, kidnapped villagers,
tortured, shot, and killed
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Militant attacks started in
October 2017 in Cabo Delgado

Burned villages, raided police
stations, kidnapped villagers,
tortured, shot, and killed
dozens, and beheaded villagers

Majority of the victims were
Mozambican

June 2019 - linkages to ISIS
Central African Province (ISCAP)

Increased attacks over time,
military not able to protect
against asymmetric style
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Mozambique Oll and Gas Case Study

Islamist Extremist Incidents and Fatalities

Recent Events 2020
120
111 M Incidents
March 23, 2020: Land and sea attack on Mocimboa de .
Praia ,, 100 Fatalities
e First attack against a major town, overran the city .%
* Raised the ISIS flag over the town before leaving g 30
* Unknown casualties = 69
§ 61
April 7, 2020: Attack on Xitaxi village S 60
* ISCAP claimed the attack “ 45
* Killed 52 villagers who allegedly refused to join E 40 -, 38
them S 28 29
» Declared intent for a caliphate in Cabo Delgado 2 o 22 23
May 28, 2020: Attack on Macomia I I I
e Approx. 90 militants overran the town of Macomia 0
» Stole goods, raised ISIS flag Jan Feb Mar Apr May
* Unknown casualties Month (2020)

Source: ACLED Data
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Incidents Involving Oil and Gas Sector

February 21, 2019: Simultaneous attacks (2) on vehicles near Palma.
 Two killed, six wounded
* Fifteen attackers with AK-47s blocked road
* Crime of opportunity vice targeted
* First incident involving the oil and gas sector

May 10, 2019: Bus attacked between Mocimboa da Praia and Palma
* Noneinjured
* Major oil and gas company contractors on bus

May 10, 2019: |I0C-associated individual killed in Cabo Afungi
* Killed while walking to re-open an LNG asset

November 13, 2019: Attack on a village near LNG facility in Cabo Afungi
* Unknown number of fatalities




Impacts of Insurgency

* Most impacted are local Mozambicans
e Creates flows of IDPs and refugees
* Food insecurity, physical security — magnified by
weather and climate changes e.g. Cyclones
Kenneth and Ida in 2019

* Qil and gas sector is at unique risk
* Targeted for both material and ideological
reasons
e Logistical and travel concerns make it risky to
conduct in-land activities

* Investment risks
* Qil companies are now delaying investments
* |Insurgency is just one of those reasons




Outlook

e Attacks will likely continue on an upward trend

* Introduction of potential ISIS links may increase capacity of militants to
target and attack hardened oil and gas facilities

e Although main motivations of groups since 2017 are likely a combination
of criminal and extremist ideology, this may change and pose greater
risks to oil and gas operations

* Military has not been able to fundamentally mitigate security concerns
nor deal with potential root drivers (poverty, disenfranchisement, etc.)

 What were once incidents of opportunity may shift towards direct
targeting

Update:

Increase in military personnel
from 500 to 800 pushed by
IOCs a step in the right
direction; not sufficient




Importance of Analysis in Mozambique and
beyond...

 The importance of painting a picture

e Strategic and tactical

* Business decisions and organizational impacts

* Synthesis

 Open-source data (ACLED, news sources, etc.)
 Employees, workers on the ground

e Product

* Do not let impact, action items, and detail come at the

expense of length

e Relationship building, integration, communication

e Future impact, cycle

5 Steps to

Applying the
Intelligence
Cycle
Dissemination
& Feedback
In the right format, to the right

hands, at the right time, and
through the right medium.

Collection

Helps determine where and how
= Planning &

Direction

Critical to the success of any

intelligence program.

to conduct data acquisition and
information gathering.

Processing

Collation, validation,
and evaluation of the
collected data and
information to confirm
its usefulness and
relevance.

Analysis &
Production

Key components are relevance,
accuracy, and completeness in
satisfying original requirements.




COVID-19 Impacts

e Short-term more clear, long-term is unknown (X Factor)

* Increased COVID-19 related protests (conjunction with local
restrictions)

* Potential for food security impacts, civil unrest, political
instability

e Extremist groups around the world are likely attempting to
take advantage of COVID-19

* The effects of the global recession will be felt by the majority
(if not all) countries and sectors

June 9 Protest at Zando Market in Kinshasa, DRC



Thank You

Contact Info

Contact: ZieglerAE@state.gov

OSAC Regional Teams

Europe: osaccEUR@state.gov

Middle East and North Africa: osacNEA@state.gov
Africa: osacAF@state.gov

East Asia & the Pacific: osacEAP@state.gov

South & Central Asia: osacSCA@state.gov

Latin America: osacWHA@state.gov www.OSAC.gov
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